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Information Security
Information security is recognized as the set of processes that maintain the confidentiality, integrity, as well as availability of data in its various forms. In simple terms, this is the practice of preventing unauthorized access, utilization, disclosure, disruption, inspection, recording, modification, or even destruction of data. It is unfortunate that in the modern world many businesses face the challenge of information security. Hackers have become the main threat to confidential and important information for many firms. Therefore, it is time for companies to come up with effective strategies to safeguard their or information.
With that said, SDLC is considered an adequate strategy to protect an organization’s information. The current paper describes the protocols used in SDLC to secure communication in a regional bank in Jeddah. On the same note, the paper provides an extensive explanation of the security measures one would integrate to transmit data (Talukder et al., 2009). Furthermore, an assessment of the security measures is done to determine the implementation of the aforementioned strategy in each stage of the application of SDLC. 
In a view of understanding it, software development life cycle (SDLC) is recognized as a process utilized by the software field to design, develop, as well as test high quality software. Specifically, it aims to generate high-quality software that attains or even exceeds client expectations and reaches completion within times and cost estimates. It is important to comprehend that SDLC is basically for remote communication on corporate wide-area networks. 
In securing information, specific protocols are used. The protocols need to follow SDLC stages to ensure effective protection of data. In terms of SDLC, one must understand that the tool contains a comprehensive plan that describes the way to develop, maintain, replace, as well as change or improve specific software. Some of protocols used to secure information include protocol PPTP and protocol L2TP (Talukder et al., 2009). The aforementioned protocols are recognized as tunneling protocol link layer. For instance, protocol PPTP plays a vital role in offering tunneling as well as data encryption. On the other hand, protocol L2TP is a tunneling protocol that has unsupported security features. 
PPTP protocol involves developing crypto saved tunnel at the link layer of the OIS model for the case of the direct connection of a remote computer with an open network as well as connection it to the public network through a telephone line of a provider. It is important to comprehend that protocol PPTP is grounded on link layer protocol PPP (Howard & Lipner, 2006). Notably, protocol PPP is designed to encapsulate information as well as its delivery on a PPP connection. The aforementioned protocol is utilized for organizing asynchronous connections. PPP protocol plays a critical role in encrypting the information and its encapsulation. At this point, PPTP protocol plays a vital part in creating a secure channel for information exchange through IP, IPX, or NetBEUI.  
On the other hand, protocol L2TP is categorized by various properties. To begin with, this protocol has flexible authentication procedures, which suggests the absence of strong binding to a particular authentication protocol. On the same note, the protocol has transparency for end systems and intermediaries. Furthermore, it has the completeness of audit, which makes it hard for hackers or unauthorized individuals to access or log in to the local network server. With that said, it is noteworthy that L2TP protocol can be utilized in packet switched networks including asynchronous transfer mode. Additionally, the aforementioned protocol integrates the best properties of PPTP protocols as well as L2F and has some added features (Talukder et al., 2009). In simple terms, L2TP protocol plays a critical role in offering authentication levels user as well as computer and conducts authentication and data encryption. 
In applying SDLC, individuals need to incorporate a number of security measures to ensure safe transmission of data. A typical SDLC consists of six stages. The first stage includes planning and requirement analysis, which is used to plan the basic project method as well as to perform product feasibility study in the economical, technical, and operational areas (Howard & Lipner, 2006). At this point, the organization should establish strong passwords as one of the security measures to ensure data safety. In this case, a firm must put together a combination of lower-case letters, symbols, capitals, as well as numbers. 
The second stage in SDLC is defining requirements. At this point, a firm must define as well as document the product needs as well as get them approved from the client or the market analysis. Notably, this is performed via a software requirement specification file that consists of all the product needs to be designed as well as developed during the project cycle. At this point, an organization should set up a firewall to protect its network to control the internet traffic that is coming as well as leaving the business.
The third stage in SDLC is designing the product architecture. A good product architecture plays a critical part in defining all the architecture modules of the product along with its communication as well as information flow representation with the external and third-party modules. On the same note, the internal design of the modules of the anticipated design should be defined with the minutest of the details in DDS (Talukder et al., 2009). In this case, a data security measure is updating. In particular, an organization’s computer system must be patched as well as updated.  
Building the product is the fourth stage in SDLC. At this level, a firm must begin the actual development of the product where a programming code is produced as per DSS. Therefore, developers are required to follow the coding principles as defined by the organization. A good security data measure is to monitor the available data, software, and technologies involved in product development. Additionally, a business must keep track of the tools as well as keep in touch with news to determine innovative ideas in the market pertaining data security.  
The fifth stage in SDLC is testing the product, where any product defects are reported, tracked, fixed, as well as retested to the level where the product reaches the required quality standards stated in the SRS (Howard & Lipner, 2006). At this level, firms must schedule backups to external tools or in cloud to keep their data safely. Organizations are advised to conduct incremental backups every few days. 
Lastly, once the product is ready, it is deployed in the market and maintenance kept. It is important to comprehend that product deployment can be conducted in stages as per the firm strategy. For instance, the product can be released in a limited environment and tested in the real business world. At this point, an excellent measure to date safety and security is to educate workers about data security. Notably, prevention is regarded as the best approach to keep a firm’s data safe. Therefore, warned workers are more attentive when dealing with the organization’s information. 
It is evident that the use of SDLC approach to safeguard a firm’s data plays a critical role in ensuring proper and adequate safety. The aforementioned stages of SDLC make sure that the information of the firm is kept safe and hackers are kept away from confidential information that if leaked might destroy the reputation and brand of the organization. On the same note, keeping a firm’s data secure requires a collective responsibility from both employees and employers. In this case, employers must work hard to ensure that their workers have adequate and effective information pertaining to the company’s data safety and security. In simple terms, both SDLC and data security measures take a significant part in ensuring that important information of a firm is kept away from unauthorized individuals such as hackers.
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